The 5th generation (5G) network adopts a great number of revolutionary technologies to fulfill continuously increasing requirements of a variety of applications, including ultra-high bandwidth, ultra-low latency, ultra-massive device access, ultra-reliability, and so on. Correspondingly, traditional security focuses on the core network, and the logical (non-physical) layer is no longer suitable for the 5G network. 5G security presents a tendency to extend from the network center to the network edge and from the logical layer to the physical layer. The physical layer security is also an essential part of 5G security. However, the security of each layer in 5G is mostly studied separately, which causes a lack of comprehensive analysis for security issues across layers. Meanwhile, potential security threats are lack of automated solutions. This article explores the 5G security by combining the physical layer and the logical layer from the perspective of automated attack and defense, and dedicate to provide automated solution framework for 5G security.
Security Challenges on Hierarchical 5G Framework
The security challenge of the 5G network has been reviewed by many survey and tutorial articles [5, 6, 7] . Most of these articles focus on the security challenges of 5G new technologies. In order to support the automated attack and defense framework, the security challenges of 5G are analyzed in the perspective of attack/defense object. We first summarize a universal hierarchical framework for 5G networks, and then the security challenge is analyzed.
Hierarchical Framework of 5G Networks
Although the standard 5G architecture is not unified, a universal 5G framework can still be summarized according to existing 5G architectures. As shown in Figure 1 , the 5G network is divided into two types of layers: the physical layer and the logical layer. The right part containing SDN, network slicing, and corresponding management and orchestration can be integrated into each layer. The physical layer adopts physical devices and new communication technologies (massive MIMO, FD, mmWave, etc.) to construct wireless communication network for upper (logical) layers. The logical layer uses the physical resource provided by the underlying network via some networking technologies (network slicing, SDN, NFV, clouding, etc.) to support new applications. According to the layer function, the logical layer can continue to be divided into multiple layers including the virtual layer, service (slice) layer and application layer. The virtual layer adopts the virtualization technology to transform the different physical devices to unified virtual resources and transfer the network function from hardware-based applications to software-based applications [8] . The service layer obtains the resource (storage, computing or communication) from the virtual layer via network slicing, such that the resource of service for a specific application scenario can be satisfied. The application layer supports the specific task based on the resource provided by the service layer, e.g., the smart city is one of the specific applications of IoT service.
Security Challenges and Solutions
Instead of reviewing the security challenges of technologies, we focus on the security challenges of attack/defense object. By analyzing and combining the attack/defense objects of each layer, the objects are shown in Table 1 . Note that, the object in the table is only a rough division. Some objects can continue to be divided, e.g., the physical device can be divided into multiple hardware elements, such as CPU, GPU, memory, and so on. It is not further discussed here. The physical layer security focuses on the hardware device and the wireless channel. The main challenges of hardware device are malicious destruction, side channel attacks, and fake devices. The first two issues cause unavailability and data leakage for the device and can be solved by the security management to prevent attackers from getting close to the device. The fake device (fake BS and malicious repeater) causes the man-in-the-middle attack and can be solved by authorization and encryption mechanisms. For the wireless channel, the eavesdropping attack and unauthorized access, which are caused by the open nature of radio propagation [9] , are two main challenges. Encryption and authorization mechanisms can also be used to solve the two challenges. The inherent security attributes of the wireless channel, including unique, diverse and reciprocity, make the wireless channel cannot be measured, reconstructed, and replicated by the third party. Based on these attributes, enhanced encryption and authentication mechanisms are obtained by using wiretap coding technologies, secure multi-antenna technologies, CSI/RSS/phase/code-based key generation technologies, wiretap code-based authentication, RF recognition approaches, and so on [10] .
On the logical layer, the physical resources are virtualized and sliced to support services. There are three main security challenges. (1) Data leakage caused by the shared resource. Although the resources of different objects are logically separated, they may belong to the same physical device. The re-allocation of resources may transfer the resource from a user to another user and lead to data leakage. Meanwhile, poor isolation strategies may also lead to data leakage or attack. Approaches such as VM/slice isolation, authorization, data erasure, encryption and secured communication protocol (TLS, SSH) [9] are promising solutions. (2) Vulnerabilities of software and protocol. The main focus of the 5G network is the management and orchestration software, i.e., controller. The design of the controller is often centralized. Thus, an attacker can acquire high permissions by the exploits of controller vulnerabilities, and then launches attacks at the corresponding layer. Besides the controller vulnerability, vulnerabilities of OS, application software and protocol are also security challenges on the logical layer. The vulnerability of mining and repair, safe programming and security API may be promising solutions. (3) Outside security threats. Attacks to the controller of SDN or NFV may result in the unavailability of service, such as the DDos attack. Security threat detection approaches can solve the issue.
Hierarchical Attack and Defense Model
The security threat to 5G networks is always caused by a combination of attacks rather than a single attack. For example, to steal the private data of a user, the attacker first breaks the communication between the BS and the user by sending jamming signals, and then establishes communication with the user as a fake BS by exploiting the vulnerability of authorization protocol. Thus, the attacker can obtain all data transmitted through it. By combining signal jamming, vulnerability, fake device, a threat is formed to the user. We call the combination of multiple attacks an attack chain. The attack chain always brings a serious security threat for 5G networks. However, the attack chain of the 5G network receives little attention. In this section, a hierarchical attack and defense model of the 5G network is proposed, such that the attack chain and correspond defense strategies can be obtained based on this model.
As mentioned in the previous section, the 5G architecture is summarized to a hierarchical framework. Each layer of the framework has its own attack/defense objects and corresponding relationships between these objects. Note that, the object in this section is a specific object rather than a rough division in the previous section, e.g., the object OS should be specified with a vendor and detailed version. Based on the hierarchical framework, a graph (Figure 2 (a)) can be constructed on each layer with the object as a node and the relationship between any two objects as an edge. For example, two objects on the physical layer can establish an edge on the graph according to the connectivity relationship on the topology and two nodes on the logical layer can establish an edge according to the logical relationship of function between the two objects. The relationship can be viewed as the edge attribute, and each edge may have multiple attributes. Between layers, objects can also be connected by vertical edges according to relationships such as functional support, resource sharing, management, orchestration, and so on. Thus, the graph of each layer is connected by the vertical edge and forms a hierarchical graph, as shown in Figure  2 (b). For the convenience of illustration, the sliced service layer is denoted by one slice, so does the corresponding application layer. For an attack to an attack/defense object, it is represented by a triple <object, attack, a-results>. The object is the attack/defense object. The attack contains two aspects, the attack condition, and the attack method. The a-results is a list of attack results and reflects the effect of the attack on different objects. The attack effect can directly correspond to the object itself, and it can also correspond to another attack/defense objects connected to the object in the hierarchical graph. The a-results is represented by a pair <affected object, permission>, and the permission obtained by the attack contains readable, writable, executable, disable, and so on. Based on the triple <object, attack, result list>, a directed edge is established between the attacked object and the affected object to represent the result of an attack. If the attack obtains multiple permissions of the affected object, there may exist multiple directed edges. For example, <O1, <C1, A1>, <<<O2, readable>, <O3, executable>>> indicates that the attack A1 to the object O1 affects two objects O2 and O3, and obtains readable and executable permissions from the two objects, respectively. Therefore, two directed edges are established from O1 to O2 and O3, respectively.
Based on the object and the attack it suffers, each attacked object generates multiple outward directed edges on the hierarchical graph. All these directed edges can be combined to form a hierarchical directed graph, as shown in Figure 2 (c). Based on the directed graph, the attack chain can be obtained. Although some connected edges can form a directed path, the path may not correspond to an effective attack chain. The attack chain is not a simple mapping from the directed path to the chain. Therefore, to find an effective directed path, for an edge and its adjacent edge, we first determine whether the permission obtained by the attack on the edge can satisfy the attack condition of the attack on the adjacent edge. If the condition is satisfied, the two edges are connected to form an effective directed path, i.e., an attack chain. Otherwise, the directed path is not an attack chain.
The defense strategy is denoted by a triple <cost, method, d-results>, and it is viewed as the attribute of corresponding directed edge. The cost is the condition and resource to perform the defense strategy. The method is the accurate defense method. The d-result is the effect of the defense method. Thus, each attack chain corresponds to a list of defense strategies. There are several defense options to deal with the attack chain: choose a defense strategy for each attack on the attack chain; choose several defense strategies according to specific security requirements or resource constraints; choose a defense strategy for the critical attack on the chain to break the connectivity of attack chain.
A hierarchical attack and defense model of the 5G network is constructed based on the hierarchical directed graph. Security threats in 5G networks are no longer limited to an attack but extend to intra-layer and inter-layer by combining multiple attacks. The hierarchical model brings two advantages. On the one hand, current security threats are analyzed deeply such that effective strategies to resist the security threat can be found. On the other hand, potential security threats can also be found based on directed paths such that the security risk can be eliminated as soon as possible.
Automated Attack and Defense Framework
Based on the hierarchical attack and defense model, the research on 5G security can be carried out from two aspects: the attack and the defense. However, most of the 5G security researches require domain knowledge and manual interventions, which is difficult to meet the security requirements regarding coverage, accuracy, and timeliness for security threats. Therefore, automated attack and defense becomes the key research to solve 5G security issues. In this section, we propose an automated attack and defense framework for 5G networks.
The automated attack and defense of 5G network consist of four parts: the security-related data, automated attack technologies, automated defense technologies, and the security testbed. The automated attack and defense framework is shown in Figure 3 . A 5G security knowledge graph is first constructed based on massive security data of 5G networks. By using the knowledge graph, a hierarchical directed graph is constructed to support the automated attack and defense technologies. Then, automated attack technologies and automated defense technologies are studied to find existing, and potential security threats and similar defense strategies, and the results can feedback to the knowledge graph. In the end, the security testbed is studied to provide a verification platform to new automated attack and defense technologies, attack methods and defense strategies. 
Security knowledge graph construction
The security knowledge graph collects scattered security knowledge and integrates the knowledge into a graph. According to the hierarchical attack and defense model, the security knowledge graph should contain multiple entities with corresponding attributes and relationships, such that the information on the graph used to construct the hierarchal directed graph can be satisfied. Figure 4 shows an example of security knowledge graph. Some entities, relationships, and attributes, which do not have a direct relationship with the attack and defense model, are not shown in the figure. The construction of security knowledge graph is divided into three steps: security data collection, security knowledge extraction, and fusion, security knowledge reasoning. Though there are already some mature technologies that can be used directly for knowledge graph, some special requirements for 5G networks should be satisfied. The security data collection should satisfy large-scale and dynamic requirements. The security data is available in a large number of channels, such as 0day, exploit-db, Github, scap, dark network, Shodan, etc. Meanwhile, the data is updated frequently. Efficient web crawling technology and increment-based effective synchronization mechanism are two promising methods. The main challenges for data extraction and fusion are completeness and accuracy. Since the security data is collected from multiple sources and it is not always structured, the entity and relationship may not be completely extracted and different representations of the same entity may not be correctly identified. Semi-structured and unstructured data extraction and multi-source knowledge fusion should be further studied. Security knowledge reasoning focuses on the efficiency, i.e., how to find the hidden relationship from the knowledge graph efficiently. Since the knowledge graph is so large that it is difficult to satisfy the requirement. Subgraph-based knowledge reasoning or AI-based knowledge reasoning may be promising approaches.
Based on the security knowledge graph, the hierarchical directed graph can be constructed. Nodes on the hierarchical graph are the objects on the knowledge graph, and edges are the entities, such as attack, vulnerability, which connects to the object on the knowledge graph. The layer information corresponds to the attribute of the object on the knowledge graph.
Automated Attack technology
The automated attack is studied in two aspects. (1) Key automated attack technologies are studied separately, including automatic vulnerability mining, automated vulnerability exploiting, password guessing, AI-based automated attack, etc. These technologies are always focused on one type of attack. (2) Attack chain search and generation technology are used to find existing attack chains and potential attack chains by combining the key automated attack technologies on the hierarchical directed graph. The combination of the above technologies forms an integrated automatic attack technology.
The automated vulnerability mining technology finds vulnerabilities from software or protocols automatically. The fuzzing technique is combining with symbolic execution technique, such as AFL and its improved approaches [11] , are always used. The under-reporting and efficiency are two challenges for automatic vulnerability mining. Researches on high-quality seed generation, memory recovery, memory error detection may be helpful to overcome these challenges. The automated vulnerability exploiting technology will automatically locates the return address and layout memory to execute shellcode based on the vulnerability information. A Data-oriented exploit using the data flow stitching technique to hijack the program's control flow [12] is a promising technology, but the success rate and universality issues should be solved. For the password guessing technology, AI-based technologies like PassGAN are used to generate high-quality passwords for password library. Based on the password library, password guessing tools, such as HashCat, John the Ripper, are used to guess the password. The quality of the password library and guessing efficiency are two challenges for the password guessing technology. Correspondingly, the deep learning and parallel computing technology on CUP-GPU can be further studied. The AI-based automated attack is always used to bypass security detection and defense by dynamic attack methods, e.g., the DDos attack to the BS can bypass security detection by changing the character and the rule of device access with the AI technology.
The attack chain search technology finds an effective attack chain from existing attack chains on the hierarchical directed graph. Given an object, an effective attack chain starting from this object can be obtained by searching a path according to certain conditions, such as the minimal cost, the maximum threat. An effective attack chain targeting this object can also be obtained according to some conditions. The efficiency is the main focus of attack chain search technology. The path search technology on a big graph can be studied.
The attack chain generation technology constructs an effective attack chain based on the directed path on the hierarchical directed graph. A potential attack chain should be first found to generate a new attack chain, then the corresponding attack method of each edge should be found. The AI technology can be used to find the potential attack chain by learning the characteristics of existing attack chains. For the potential attack chain, above key automated attack technologies and the security knowledge graph can be used to find to the particular attack method for each edge.
Automated Defense Technology
The design of automated defense technology is similar to that of automated attack technology, and it also consists of two parts. (1) Key technologies for automated defense, including security threat detection, security risk assessment, automated vulnerability repair, AI-based automated defense, etc. (2) The attack chain prediction and defense. It is used to predict the attack chain and take corresponding defense strategy with the support of key technologies.
The security threat detection technology is used to detect the attack on objects of 5G networks. The security situational awareness is a promising approach. However, for 5G networks, security threats come from multiple layers, and traditional situational awareness may be limited. Therefore, the situational awareness technology that supports NFV, SDN and network slicing and awares changes in physical layer requires further research. The security risk assessment technology quantitatively evaluates security threat, defense strategy and the cost of defense, such that the choice of the defense strategy is effectively supported. Due to a large number of objects and the complex 5G network environment, the risk assessment of the 5G network should be improved based on previous assessment approaches. The automated vulnerability repair technology provides automated repair strategies for vulnerabilities, such as automated patching, search-based program repair, semantics-based program repair [13] . The AI-based automated defense technology, which corresponds to the AI based attack, learns dynamic defense methods from existing defense or attack.
The attack chain prediction and defense technologies rely to the support of the above key technologies. By detecting the attack to an object, the attack path (i.e., attack chain) and attack objects can be predicted, and corresponding defense strategies are taken. Since the process of attack and defense is dynamic, the game theory can be used for the prediction of attack chain and the choice of defense strategy. Meanwhile, reinforcement learning learns the best reward action through trial and error, which is helpful to the choice of defense strategy. Thus, the seamless integration of game theory and reinforcement learning may be a promising approach for attack chain prediction and defense.
Testbed of 5G Security
The 5G testbed is an important part for the automated attack and defense framework. For one thing, the new security technologies can be verified on the testbed. For another, it is impossible to perform an attack and defense experiment on the real network even if the 5G network has been deployed. Based on the testbed, current security threats can be deeply studied, and potential security threats can be detected and effectively responded.
A variety of testbeds for 5G networks are currently proposed, but the testbed for 5G security is still lacking, especially for the automatic attack and defense research. The 5G security testbed can be studied in two aspects. (1) A unified testbed framework for large-scale, flexible and realistic security testing can be built. Based on the unified testbed framework, the simulation of each layer can be gradually implemented. (2) A special security testbed of a layer, such as the physical layer security testbed, the virtual layer security testbed, can be studied for the security research on the corresponding layer. The testbed should also take into account the security relationship with other layers. (3) The testbed for vertical services can also be studied. Since the 5G network provides a variety of services and applications, the testbed can simulate and reproduce the security scenario for a specific service, e.g., the smart city, smart campus [14] .
Conclusion
The 5G security has become one of the important research fields for the 5G network. In this article, the physical layer security and the logical layer security are integrated, and 5G security is studied in the perspective of automated attack and defense. We first propose a universal hierarchical 5G framework and discuss the security challenge of the 5G object. Based on the framework, a hierarchical attack and defense model is detailed to describe the attack and defense of intra-layer and inter-layer. Based on the model, an automated attack, and defense framework is presented with four key technologies, including knowledge graph construction, automated attack, automated defense and security testbed, to provide accurate and fast security strategies for security threats of 5G network.
